Shayatin are the sons of Iblis. Iblis is a jinn and had children. A human can be a shaytan if they are far from Allah’s rahmah and take others away from it. They do the work of Iblis and may be under his power or influence or one of the shayatin.
Our Shaytan

We all have a qarin, a double that follows us, a shaytanic jinn that inspires us to evil. Even the Prophet alayhi wa ala alihi s-salat wa s-Salam had one but Allah made it inspire to good. It partakes in our actions and grows fat if we eat without saying bismi Llah and enters our house with us, etc.

Composition

Being made of fire, shayatin can change shape, go through walls or through us, and travel great distances quickly. He flows through our blood and his power is decreased therefore by fasting.
Shaytan’s Jobs

His main job is to sow doubts about what will benefit you in the Akhirah, but he has many jobs attested to in the hadiths. He sows dissension between believers and husbands and wives, distracts us, makes us forget things, tricks us into doing too much, tries in general to get us to decrease our good acts or to leave them altogether, or makes us doubt in Allah or Islam altogether.
Resisting Shaytan

If your iman increases or you become more sincere, Shaytan has less power over you. If you learn to discern thoughts coming from shaytan, you will be less susceptible to acting on them.

Characteristics of Shaytanic Thoughts

Shaytanic thoughts tell us to do anything shaytan wants us to do: doubt, spread fitnah, be distracted from Allah by leaving ibadah and dhikr, and in general to decrease acts of worship and increase in disobedience. To tell if it is from him, see what that thought leads you to: if shaytan tells you wudu’ is difficult, he is trying to tell you Islam is too hard or at least to make less wudu’. Then this thought is definitely from shaytan. Shaytan is always trying something new and thinking of new ways to shock or surprise you or to try different strategies to pull you aside. He doesn’t go on about the same thing like thoughts of the nafs.

